WordPress Plugin for CopySafe PDF
-- User Guide --

CopySafe

About the CopySafe PDF plugin

This WordPress plugin enables websites to upload and embed copy protected PDF
documents on web pages and posts. This plugin is free to use without limitation.

About the CopySafe PDF software
CopySafe PDF software is desktop application that encrypts PDF with the option of
employing Domain Lock. The CopySafe PDF Protector software requires a license to

employ Domain Lock, but is otherwise free to use to encrypt PDF for evaluation.

The CopySafe PDF Protector software is available for Windows computers, however Mac
computers can install and use it by using Parallels or other suitable VM software.

About Domain Lock

Encrypting PDF with Domain Lock ensures that CopySafe PDF can be displayed on the
owner’s website only.

About CopySafe PDF Protector (software) licensing

e The license is a one-time fee with free support for life.
¢ Includes up to 5 Domain Lock licenses for free.

Browser Support

To view CopySafe media the ArtisBrowser is required - normal web browsers cannot
prevent copy at system level.

ArtisBrowser is available for use on all computers and devices including Windows, Mac,
iOS and Android phones — https://artisbrowser/download/



CopySafe PDF Plugin Installation

The contents of wp-copysafe-pdf.zip is to be uploaded and unpacked into the
WordPress plugins folder. You can unzip this file and upload via FTP or you can upload it
and unpack it on the site from a file manager or Webmin. After installation, you should
see a new folder with its contents at:

/wp-content/plugins/wp-copysafe-pdf/

To complete installation, view your Plugins list - click to “activate" CopySafe PDF
Activation should create a new folder for uploads at:
/wp-content/uploads/copysafe-pdf/

Next, check that the folder has write permissions for everyone (perhaps Apache).

By now you should see a new menu item in your left-hand column for CopySafe PDF,
with two (2) submenus, one to List Files and the other for Settings.

List Files

Settings




Plugin Settings

Default Settings

Default settings applied to all protected PDF pages:

@ Upload Folder: | copysafe-pdf/

@ Mode Active v |

L7 Language: English W |
“ Page color: EEEEEE |

Operating system allowed

@ Allow Windows: 35 Min. Version
@ Allow Mac 05X:(v] | 35 Min. Version
@ Allow Android: (v] | 35 Min. Version
@ Allow i0S: (v] | 35 Min. Veersion
@ Alowlinux [+ | 35 Min. Version
@ Allow Remote: | Yes v ‘

Save Settings

Note: These settings are applied to all CopySafe PDF web pages.

Upload Folder

Upload folder should not be changed. It is indicated here for you to find it and check
that it does indeed have write permissions for everyone.

Language

Language setting for the reader interface.



Mode
You can set the Mode and change it at any time for debugging purposes:

1. Active — plugin is live and protection applied.
2. Debug Mode - displays the html used in the object tag in a textarea.
3. Placeholder - displays a placeholder image.

Page Color

Use this setting to control which color is used in the unused area of the Reader window,
ie: the area not used by the document pages. Do not include the usual # symbol.

Operating system allowed

Here you can nominate which OS is allowed and set minimum version for each.

Windows is allowed by default. Other OS can be allowed at your discretion — for
example you may not want to allow mobile phones in a secure/corporate network.

When a new version of ArtisBrowser is released, you can increment minimum version to
ensure that subscribers use the most secure release.

At this time, Linux ArtisBrowser has not been released, but it is coming.
Allow Remote

Allowing remote view is not recommend because it enables viewing from shared
desktops and VMs where copy protection cannot be applied.



Adding CopySafe PDF to web pages

The example shown here is using the Classic Editor which is most recommended:

‘ Copysafe PDF Test

: FOF
Q3 Add Media | Visual | Text

T s e e e e .

Click the [PDF] button to insert your PDF (.class) at the last cursor position.

CopySafe PDF x

Add New Class File

Select Files
Ada e

| Add New

Maximum upload size: 64 MB
You can choose file options after file is uploaded.

If you use same name with uploaded class file, it will be overwritten.

ADD New by clicking Select Files to upload a new .class file, or select from Exiting Files.
Uploads

Only encrypted PDF as .class files can be uploaded.




Copysafe PDF Test

| Q7 Add Media |

Visua Text

B LA ]
| :I|| li H code |||ﬁ:re|| close tags s

ul

‘EH:H link || b-quote || del || -

img

[copysafepdf name='Copysafe.class' bpwidth="688"' bgheight="688" background="CCCCCC']

Here you can set the width and height of the PDF viewer window, and also set the
background color of the space not used by the PDF page.

What you now see on the page is the “shortcode” which serves as a placeholder. When
your page loads in ArtisBrowser that shortcode will be converted to the HTML required

to display your PDF.

Shortcode can be copy-n-pasted to other pages where you can simply change the name
of the .class file.

Width and Height
Width and height of the PDF viewer can be set in pixels.
Automatic Rescaling

Regardless of the width that you set, the PDF viewer will automatically rescale to fit the
available space on the page to prevent overlaps and cater for browser window resizing.

Recent changes

Earlier versions of the plugin code provided security settings in the PDF viewer object
tag. Those options have been moved to the HEAD tags where meta-tags are now used.

More Information

For more information see the video link on your Settings page. Software licensing can be
purchased online at artistscope.com
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